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Network Diagram
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ASR1001-X

Management / USB
Network Interface Ports Pay As You Grow
Modules * RJ45 « 2.5G Default
* SSD Drive A egaan ool —{ = Upgradeable to 5G, 10G, and
* ISR4K NIM » 2x USB Ports 206 ' ki
Modules System Access = Up to 8G Crypto Throughput
o * Auxiliary Port Control Plane
Built-in VO « RJ45 Console * Quad Cores; each
= 2x10G , core clocked at 2,.0G
= 6x1G Hz
= Multipoint * 8G DDR3 (defauit)
MACsec o) o O O shared memory
suppore v el . —
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O Multi-Core Network Processor
* 31 Cores
* 4 Packet Processing Engines / Core
* 124 Threads are processed Shared Port Adapter
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Input Power Connection —
On / Off Switch —

Kensington Security Slot
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AUX Port
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Main Power IWshanenans

UPS Ifharnasesdrsasiu

Router Qﬂﬂ‘ﬁﬁﬁﬁumﬁumﬂ Router Cisco1921

Lan Switch guUnIalnIEIBEUNI Switch Yasdinau (91d)

ATA gunsaldasnunisunsn Firewall WatchGuard T30

Modem UIH ’e]q“dﬂ‘ﬁﬂj Lan Switch Huawei S5700
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U1 UPS awo“l,mwumaom Rack (musﬂm 1 muauahadaduniitinmnie
Rack) wadausnalwuag UPS “L]Jmmswﬂan“l,w (AC Switch box) sunave Rack
U ILUUITA 2 Fuvutiuannafa (enusy 74 1 Muummmswﬂan“l,m nntusa
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asalntaaniuus1eiasua’) lidulviladiiua Log in dhauisaas)asgauail

Command Prompt

Media State . . 2 Media disconnected
Connectlon—°p801flc DNS Sufflx

Connection—specific DNS

Link—local IPuv6 Address :
IPv4 Address. . . . o o . . .
Subnet Mask . . . . . . . .

fe8B::aBdd:af63:78bb:63a2x5
18.18.101.1480
255.255.255.8

18.18.1681 .1

Default Gateway . . .
unnel adapter Teredo Tunneling Pseudo—-Interface:

Connection—specific DNS Suffix
IPv6 Address. . A

Link-local IPu6 Address . . . .
Default Gateway . . . . . . . .

unnel adapter isatap.{19559741-2594-45F2-B538-72D757D1DE2D>:

2001:8:92d38:920d7:cd1:3513:f5£5:9a73
fe8B::cd1:3513:£5£5:9a73%7

Media State . . 4 5 M Media disconnected
Connectlon—op801flc DNS Sufflx .

:\Users\Admin>
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PYUFUINNIA 88 LT ATULIT 10M _— Upload

lp‘lé 103 40 1321 1 ‘. —

Download

3AR 10.90 mb/s
Ry 10.05 Mb/s

D

IPv6
IPv6 not available 10.68 mb/s
ASN: AS38794 aRy 9.186 Mb/s
= 4 L3 . Syste:
NQa@dUADIUISODULODSIUOQADY ADSLThailand Speedtest Elge 140 Latency
Win10 [64 bits]
| el
(Waosiailand.com W Download -l'I;III-_I-Jlltl
20 doudian 16.34 ms
" ::]'{I 5 @ [TH] Bangkok (Bangkhen) - 1 Gb/s - UniNet = wa 8508 s
UniNef) - ==i |l 55.56 ms
ISP Peak 33.08 mbys @ BanNong Pling, Phet Province, TH ~ — """
CAT Telecom 10 60 Average 31.53 Mb/s [V} o 16.48340°N / 99.52150°E <
P 2 .
i 7o Opload 301U 1LN0O
IPv4: 110.78.164.247 5

IPvé:

9J A
1415019 Internet UV FTTX

*90] average 8.924 Mb/s
e ——————

A A ‘”a‘e”i”“m IUIU 878 2995 VYUIA 35/15M
0 16b

o e s ocmmien = e we  Download 35Mbps / Upload 15Mbps

Jitter 0.635ms

IPvG not available
ASN: AS131090

System:
Chrome 58.0
Win8.1 [64 bits]

. Bangkok, Bangkok, TH

13.70830°N / 100.45620°E dby [Nfioere
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Up to 32 with B- Optics
Up to 64 with C- Optics

CENTRAL OFFICE
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20 km MAX

-3 1490nm GPON Downstream (2.5 Gbps)
- 1310nm GPON Upstream (1.25 Gbps)
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Dear Customer,
Your message is available to view through Intemet Banking

To view your secured messages Log into Internet Banking and use the message channel.

https://www.scbeasy.com/login.asp

If you have any querigs, Call us: 0 2777 7776 or ?ﬁﬁ’\‘l tnA 5
T i G Harking vith et su1A1s Bidulsurededen lududwa

Kind regards

INnswWwhruB’

4 1FuinT SCB wiosndlia

SCB wiowomd 1ins Tvald 1
fete wewmasBiRofusiulow

FATINA
dinthuiiludaeierlsitiu www.scb.co.th
X X i
eTURIAN L Ainadog wu
akyuzkilit.com/zop/1/login.htm

oY lnaw e

pwnlreodied e Gewwey) 2553 O sendalvd  Prvacy Poloy | Term of Use | Secusty Tos

Aganniulaflaas
(Phishing) ansuzans
Sutlaemiiu ermaansls
LUBFAZNINTAIR-LHA bl
Famile



>4

AT v Y,
ﬂﬂ’Jn\lﬁnﬂ!ﬁ"iaﬁiﬂan?

Ay

* Auannisinanlwdtinunisduwaiiis (Bit Torrent) azlsfinnunifliauouunn

1 ai 1 6 O 1 o"ai VN4 =\ v Y4
waeidugasnnanwanateyIng liuasvian1sdaas IWan LASU AN RE NN auA LN IR
o Qs Q o [V} 1 ai v o
Ao lasaLazias A ngwla |y [sunsunaudgaulgant, Wi, inud

dl a d” di a c A = I =) c o v 1
® HNANTENUNLNAAULATRIADNNILADT m‘mm‘@mm@quLmﬂu@mm‘%mmﬂmiumu

UgeANEAIN UANEIAAAY Lazliun1siil adaan19vin Lt nainantnaslalunigians
v o 1
1T ULURIRIANSHA L P

,"’ Virus Found!

The torrent you downlq
quarantined the virus. Yo s

voocoof

File name: excarco
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Malware

* gamdmAaninas lsunsuvidatanauad la g Alasunisdnrinduunlnes
’iﬂﬁéﬂﬂ&l’]ﬁl‘ﬁ@g a519anuLdgungliunLAsaInaNNILAassasTULLAT AT
AaNTILARS analANAINITaluNITIARaUNA NAaNNAAasuileldSsBnLATaq
WHavFaaNLATaT Ui llSaaniasadianiialasaafaiag sande Virus,
Worm, Trojan

MALWARE




Virus

— IﬂiLme%“’éNﬁagmmeﬂizmﬁvﬁfamiﬁ@mﬂﬁﬁmmfmLawmﬁmj SIGECN
nanau, Matedaya Wainisaidaldnuaaniomed

— gnansounsnazane lnadesenda file udanans i file type 7idlu exe, txt,
jpg, bmp, avi, dat iusu

— wwinszangsalasan ianilellds indau nelwerasnaniamnas

— Tdaunsounsnazanadiuasasnaniawmedlffoasala S9ausnunsnszat ety
dl a % 09: ai9/ Y o o"dlal o a P di

ATAdAANNNAAT AT Hnannieny Mt InanalFanaunawmedlillduuAses

paNmaiau iy Thumb drive vise USB flash drive iusiu @

Qo



Worm

— ilulfalssinnuilannaniu a1usanidniunsaies (COPY) wasingnszaa ludaumsas
ABN ATRYRU] 1F N lirenfiawaddiusa uarluszuuiAsatnadeunasninsainuan

v 2

o c dgj o =l =\ I o v [~ o a A
VLC]?ZVJ@?N uﬂwuuu‘wmwmmm Nﬂ'}?LLW?ﬂﬁ‘zﬂqﬁl“ﬂﬂﬂirJ?@iﬂ?’]ﬂL?’]ﬁ\ﬂﬂ NNULUBANANN

TnFanadu azarusnunsnszanasunaals Wanaziiu Outlook Express iige
Microsoft Outlook




neena Worm geaiia
omaiilenaniiuneianlsa W32/Conficker sfiomadadolilil Worm.'Win32 ConfiCker

Computers within a network that have
weak passwords and without latest
security updatefanti-virus softwares are

infected with the worm,

-ina Account lockout Taghinswauva
-inams Disable Automatic Updates, Background '

Intelligent Transfer Service (BITS), Windows

/’?mputers that have unsecurad/open

shared folders without latest security

> update/anti-virus softwares are infected
a— with the worm,
-Defender uaz Error Reporting Services Taglinswaung =
4 sz o : oy oo A Coturect shared Tolder, iatest securty
-imseuxnsnes Domain controllers muaumgﬂﬂnﬂ%mﬂﬂﬂ@ & updlate o antivirus software i nfected
g A ~ o 1w ~ - 5 with the worm.,
- i%iJ‘]JL‘L!GI!’JﬁﬂiJﬂﬁi‘lJ-ﬁQ‘*UmJ“mﬂﬂNﬂ‘ﬂﬂ@l /2 '

1 I~ P ~ % o [~ 4 i
- lienunsandu ladninenudauanudasansuiadu lase o DO oy

update and anti-virus software is
protected from the worm.

O



Trojan

finlnedu e Tﬂﬂm@uﬁgﬂmmL%]']”Lﬂsluﬂ@uﬁm,m% i UJRNNS "a9A AL
swari, User Name uazfiesadausanieaiuns Login ssuu fgnissiiuaduein
Tneig 1901 L‘ﬁlﬂﬂ/uﬁﬂfj"]LLﬂuﬁg‘U’ﬂ’?mLﬁuvLﬂuﬂﬂﬂﬂﬁN ﬁqﬁdﬁm@ﬁ”ﬁ%%?ﬂ@mmm User
ID, Password Mmmﬂuu‘iﬂﬂm@umi}w@famvuuwﬂmmmiﬂu RAM , CMOS
wisa Hidden Directory lusianand wnfvnlanafiazeninan mmﬂﬂammw
Alagudinnsdunivue visaunuaamnadanaazldianiaiuinansnanalilé fneidaau N34
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TOP 10 VIRUS Tauéita3avaauiintnasaay wa.

UszannauAuaauy
3 HTML/Scrinject.B
2 )JS/Adware.Agent.AA 8%
9%

1 Defo__
58% __51s/Mindspark.G
. 6%
6
—————_ Win32/uTorrent.C
9 g JS/Mindspark.E
._ o
10 Android/TrojanSMS.Fak 3%
JS/Adware.Agent.A elnst.NU
c 2% 8 Win32/Kryptik.DFNE

0,
1% 39




Malware goatianiszdnaou nuenayu 2561

EJ windows Task Manager i =10l x|
File Options View ShutDown Help

et

Applicationsl Processes Performance lNetworldnql Users l

"~ CPU Usage CPL Usage History

> Threat Detai

Page File Usage History

Threat Timeline Prevalence Map
JS/Adwa re.Agent.A}J[Threat Name]
Detection created 2018-07-23
i~ Totals  Physical Memory (K)
Handles 11282 Total 458224 N
Threads 537 | | Avalable 22288 World activity peak 2018-10-21 (31.74 %)
Processes 39 System Cache 107972
Commit Charge (K) Kernel Memory (K)
Total 484976 Total 28292
Lirnit 1081732 Paged 19520
Peak 493300 Nonpaged 8772

Processes: 39 (CPU Lisage: 100% iCommit Charge: 473M | 1056M 4 \ O



Malware goaiisnilszananou nuenay 2561

CYBER SECURITY PRO

Alert
Threat found

Object:
H /private/var/folders/9b/8kht9s5j4 _3495ntd0bSxcdr0000gp/T/
° HTM L/SCIrI njeCt' B'Gen com.microsoft. Outlook/Outlook Temp/kclB-1474612399
6 v = v
(] REAsnnN WABULEENINLLT [ Threat: |
U 4 HTML/Scrinject.B.Gen virus
wadllaannwmds URL luanaid Comment:

Event occurred during an attempt to access the file.

Tasgan s sndusunsy TAs

Tdsunsudinunmutih HTML Delete No action
dl 6 ¥ o o
ENGERNA SR NG

O
. O



Computer scan

# Home 1|
O, Computer scan B @ Scan your computer Advanced scans -
%, ocan all local disks and clean threats Custom and removable media scans
= Ubpdate
Initial scan 21/06/2018 19:54:-30
rIJ:n.r.ea.‘I:s.f.mui.d. _____________ N
|

1 Threats found: 12 (Cleaned: 1) I
e CoWindowsawinexeixBb—miscrosaft-windows-p..-gameratingssystems.. \djctq.rs

-~ Less info Open scan window

Objects scanned: 268302
Duration: 2:00:34

Computer scan
Threats found

Threats found: 17 (Cleaned: 3)
ChUsers\AdministratorAppData\Local\Google\ChromeiUser D..\00000001 50l

EssaBEw

~ Less info Open scan window

ENIOY SAFER TECHNOLOGY™ Action after scan | No action e

21,/06,/2018 19:54:30

L
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A28819N13759aU Trojan NA3aANHINNNITHMINANYNTUNDD

Smart scan ?

Scan progress

Threats found: 9

ChDocuments and Settings'\CDDSAKON2016VAppDatatLocalLIME\Cache'\mb'1 c59d5dEel 5ae5763ff7bEab31 d457 beat4d9bd

C:\Boot\BCD.LOG - unable to open

C\Documents and Settings\All Users\Microsoft\Search\ Data\Applications\Windows\M55.log - unable to open

C:\Documents and Settings\All Users\Microsoft\5earch\Data\Applications\Windows\M55tmp.log - unable to open

C:\Documents and Settings\All Users\Microsoft\Search\Data\Applications\Windows\tmp.edb - unable to open

CA\Documents and Settings\All Users\Microsoft\Search\Data\Applications\Windows\Windows.edb - unable to open

Ch\Documents and Settings\All Users\Microsoft\Windows Defender\IMpServiced25A3ACA-C353-458A-ACED-ATESEB378092 lock - unable to open
Ch\Documents and Settings\All Users\Microsoft\Windows Defender\Scans\Historny\CacheManager\Mp5fc.bin - unable to open
C\Documents and Settings\CDDSAKON2016\auaze.exe - a variant of Win32/TrojanDownloader. Agent.DKV trojan - cleaned by deleting
C\Documents and Settings\CDDSAKON2016\mox.exe - a variant of Win32/TrojanDownloader.Agent.DKV trojan - cleaned by deleting
Ch\Documents and Settings\CDDSAKON2016\NTUSER.DAT - unable to open

Ch\Documents and Settings\CDDSAKON2016\ntuser.dat.LOGL - unable to open

CA\Documents and Settings\CDDSAKON2016\ntuser.dat.L 0G2 - unable to open

C:\Documents and Settings\CDDSAKOMN2016\ggdczggyyu.exe - a variant of Win32/TrojanDownloader.Agent.DKV trojan - cleaned by deleting
C:\Documents and Settings\CDDSAKON2016\svorvheuk.exe - Win32/ServStart.00 trojan - cleaned by deleting

Ch\Documents and Settings\CODSAKON2016\vbrbrmpvi.exe - a variant of Win32/TrojanDownloader.Agent.DEV trojan - cleaned by deleting

Ch\Documents and Settings\CDDSAKON2016\vdhs.exe - a variant of Win32/TrojanDownloader.Agent.DEV trojan - cleaned by deleting

Ch\Documents and Settings\CDDSAKON2016\wneofjhmrm.exe - a variant of Win32/TrojanDownloader.Agent.DKV trojan - cleaned by deleting
C\Documents and Settings\CDDSAKON2016\wsgrmuyeg.exe - a variant of Win32/TrojanDownloader.Agent.DKV trojan - cleaned by deleting
C:\Documents and Settings\CDDSAKON2016\yadghn.exe - a variant of Win32/TrejanDownloader.Agent.DEV trojan - cleaned by deleting .
Ch\Documents and Settings\CDDSAKON2016\AppData\Local\Google\Chrome\User Data\Default\Current Session - unable to open
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C:\Documents and Settings\CDDSAKON2016\auazq.exe - a variant of Win32/TrojanDownloader.Agent.DKV trojan - _
C:\Documents and Settings\CDDSAKON2016\mox.exe - a variant of Win32/TrojanDownloader.Agent.DKV trojan - (EGICHRIECIEINE
C:\Documents and Settings\CDDSAKON2016\qgdczqqyyu.exe - a variant of Win32/TrojanDownloader.Agent.DKV trojan - [IESHGN

C:\Documents and Settings\CDDSAKON2016\svorvheuk.exe - Win32/ServStart.00 trojan - _
C:\Documents and Settings\CDDSAKON2016\vbrbrmpvi.exe - a variant of Win32/TrojanDownloader.Agent.DKV trojan - _
C:\Documents and Settings\CDDSAKON2016\vdhs.exe - a variant of Win32/TrojanDownloader.Agent.DKV trojan - (ESICEECEINE
C:\Documents and Settings\CDDSAKON2016\wneofjhmm.exe - a variant of Win32/TrojanDownloader.Agent.DKV trojan - _

C:\CDDSAKON2016\wsgrmuyeg.exe - a variant of Win32/TrojanDownloader.Agent.DKV trojan - _
C:\Documents and Settings\CDDSAKON2016\yadghn.exe - a variant of Win32/TrojanDownloader.Agent.DKV trojan - (EGICUICIEINE

C:\Documents and Settings\CDDSAKON2016\AppData\Local\Temp\rar9265.tmp - LNK/Agent.DA trojan - [EICURECEINE
C:\Documents and Settings\CDDSAKON2016\AppData\Roaming\ACD Systems\ACDSee\Shortcuts\uvilas (1GB).Ink - LNK/Agent.DA trojan -
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Mmeehelsamiena 555.in.th 1dudq?

Control Panel » All Control Panel ltems » Programs and Features v ¢ Search Programs and Features 0
= 5‘ @ l@ Uninstall or change a program
‘s-?' - B4 System properties .
ap network Add a network Open Control : : Uninstall or change a program
drive v location Panel [ Manage L , ) ] A )
- To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
Network System R
v ¢ | Search Computer Organize ~ == v [ @
) ) IName Publisher Installed On | Size A
Disk Drives (3) 1@ Corel VideoStudio Pro X7 Corel Corporation 3/11/2014
Local Disk (C:) Local Disk (D:) FileZilla Client 3.7.4.1 Tim Kosse 2/24/2014
. L < oo | 57 AppServ 2.6.0 (remove only) 2/3/2014
B Desktop Bl 5] Microsoft Visual C++ 2010 x86 Redistributable - 10.0... Microsoft Corporation 1/25/2014
1 - S 2 Adobe Creative Cloud Adobe Systems Incorporated 1/25/2014
su Libraries w 189 GB free of 192 GB 87 Facebook Video Calling 2.0.0.447 Skype Limited 1/14/2014
Documents i B ith R ble St [=7 Microsoft Visual C++ 2005 Redistributable Microsoft Corporation 1/14/2014
< Music EVICES Wit REmONaie. Storage i Adobe Help Manager Adobe Systems Incorporated 1/14/2014
[& Pictures ) a Adobe AIR Adobe Systems Incorporated 1/14/2014
B Videos 2 DVDRW Drive (F) [%))ava 7 Update 45 (64-bit) Oracle 12/28/2013
&9 Malwarebytes Anti-Malware s 1.75.0.1300 Malwarebytes Corporation 12/28/2013
B EditPlus 3 12/28/2013
& Homegroup ’ ¢
t‘ e G TeamViewer 9 TeamViewer 12/15/2013
. ’ A TempoPerfect Metronome Software NCH Software 12/13/2013
[="Visual Studio 2012 x86 Redistributables AVG Technologies CZ, s.r.o0. 11/23/2013
ug. Computer [2"1Visual Studio 2012 x64 Redistributables AVG Technologies 11/23/2013
s Local Disk (C) <A NVIDIA PhysX NVIDIA Corporation 11/20/2013
= Local Disk (D:) <
= Local Disk (E3) Cg Currently installed programs Total size: 6,71 GB
¥ h 42 programs installed
4 items &' ;

A member of Beachachinda Group
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Pin to Start
= 4  Manage

Map network drive...

Disconnect network drive...

Create shortcut
Delete

Rename

Properties
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@.' Google Chrome

Targettype:  Application
Target location: Application

Target:

Start in: ~\i’roglam Files—(;(EG)TGoogle\&rome\Application"

Shortcut key:  |None

Run: ‘ Nomal window Vl

Comment: l sehfisdusnasiiia ‘

i Open File Location HVQangelcon... H Advanced... ‘

nunu Shortcut luses Target
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I Mew tab Ctrl+
9 | Mew window Ctrl+M
o = = o . . . .
* NIANAUABUN 2 U Brow e neeantevndey s pera
o Fecent Tabs k
* ynn1s Reset Web Bro »
Felaunch Chrome in Windows 8 mode
o wan@eansldllsunsuifior e ey Pase| bnydn 959 qiagllsungu
Foom | - | 100%  + | : :
anTlnaziiaed lausow . .
| . dl Find... Ctrl+F
¢ ﬂU@’JuL@?NWLLﬂ@ﬂ"]ﬂ@ﬂ@’]T Print... Ctrl+P
Tools r
History Ctrl+H
Downloads Ctrl+)
I Sign in to Chrome...
About Google Chrome
Help ‘
Exit Ctrl+Shift+Q ‘ O/
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IS HARD TO GUESS

— at least 8 characters long

@_ s2ith mived=-case letters,
riLI e |L|_. rs and symik .ll-:.

=] I o
PASSWORD DO NOT REVEAL

MUST BE CHANGED YOUR PASSWORD
at least with anyone.
for important systems,

and every & mon F;H( H e DO NOT WRITE YOUR
' PASSWORDS DOWN

and leave them lying around.

EXXEXI DO NOT ENABLE

m THE ‘REMEMBER PASSWORD"
option if prompted

h me DO NOT USE

- SAME PASSWORD¢or
: WORK AND PERSONAL
ACTIVITIES




The 50 Most Used Passwords

10.

9
a0819 password luadsld msizmde Houas g

123456

. password
. 12345678

1.
2
3
4. qwerty
D.
b
7.
8
9

123456789

. 12345

1234

. 1111
. 1234567

dragon

11. 123123
12. baseball
13. abc123
14. football

15. monkey
16. letmein

17. shadow
18. master

19. 696969
20. michael

31. 7777777
32. f*cky*u
33. gazwsx
34, jordan
35. jennifer
36. 123qwe
37. 121212
38. Killer
39. trustnol
40. hunter

41.
43.

harley
zxcvbnm
asdfgh

+4y. buster

45, andrew

+6. batman

/. soccer

+8. tigger

49, charlie

H0. robert
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o813 Toyai s lalu wihldslid Facebook

facebook

T Upload a Photo
8 Take a Photo

Edit My Profile

Can't walt to see Paris.

Information

Refationship Status.
Married

Children

Cindy, 6 years
Arthur, 11 years

Birthday.
Rnuary 1, 1977
Current City:
Uncoln, NE

Friends
0 friends

M) Siad nensda v bnow

Alice Burton Carter Headed to Europe tomorrow. see you in Julyl or woscuy ce

Wall Info Photos +

‘_ﬁ Edit inforn]

Basic Information
Sex Female
Current City; Uncoln, NE
gﬁg mm l. 1977
T2 Coacr oliege View, Lincoln, NE
Children
Relavonship Status 0
Anniversary: June 1, 1597
Poitical Views Republican Party
Religious Views: None
Ukes and interests
Activities Lincoln Women's Bowling League, Carden Club
Interests Reading, gardening, hiking with my children every Saturday

abc 79868 gmail.com
123 Main Street
Uncola, NE

Alice

Current Address

Education and Work
College! UNL '99
High School Lincoln East High School '95

SIMULATED PAGE
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M3 Set SSID uas éaih Password Tuaj
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M3 Set SSID uas aar Password 1w

o Waiuauun waazidnlussanaas Wifi Tagiatiaa IP ldnaes waIwuw
192.168.100.1 » 429 Address ldaccount i root sviasinupassword
1 admin

gg; HG8045A




M3 Set SSID uas aar Password 1w

e B8 hittp://192.168.100.1/index.asp P~ v 90k
& HGBD45A
x @Convert ~ [GHSelect

N2 HG8045A — .

HUAWEI Status WAN LAN IPv6 WLAN Security Forward Rules Network Application System Tools

Reboot System Tools = Modify Login Password

Configuration File

Restore Default Configuration On this page, you can change the password of the current login user to ensure security and make it easy to remember.
The login password is the default one. Change it immediately.
[ — User Name: root
o _The password must contain at least & characters.
ONT Authentication Old Password: | | | b The password must contain at least two of the following combinations:
Advanced Power Management Digit,_uppercase Ieﬂ:ar. lowercase letter .
NewPassword:l | |lSpEC|alcharacters{ ~1@H#EEWMEF()-_=+\[[{}];: "=, =120
Modify Login Password 4_The password cannot be the user name or the user name in reverse order.
Indicator Status Management Confirm Pﬂ.SSWJIﬂ: l

Open Source Software Notice

Apply Cancel
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WLAN Basic Configuration WLAN = WLAN Basic Configuration

WLAN Advanced Configuration
On this page, you can set basic WLAN parameters(When the WLAN function is disabled, this page is blank).

A Caution:

Automatic WiFi Shutdown

WiFi Coverage Management 1. Wireless network services may be interrupted temporarily after you modify wireless network parameters.
2 Itis recommended that you use the WPAZ or WPAMWPAZ2 authentication mode for security purposes.

Enable WLAM

New Delete
SS5ID Index SSID Name SSID Status  Number of Associated Devices Broadcast $SID  Security Configuration
1 Cdd_WiFi Enabled iz Enabled Configured
S5ID Configuration Details

SSID Name: |Cdd_WiFi |] (1-32 characters)

Enable SSID: [

Number of Associated Devices: [32 |= (1-32)

Broadcast SSID: [

Enable VWMM: |

Authentication Mode: [WPAZ PreSharedKey ]

Encrypfion Mode: AES |

WFA FreSharedkey: LTI YT YY) | Hide ]|18-53 ASCII characters or 64 hexadecimal characters)

WPA Group Key Regeneration

[10200 *(600-86400s)

Interval:

Fnahla WPS- 1

Y E:] b4
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551D Configuration Details

S5ID Name: Cdd_WiFi *(1-32 characters)
Enable SSID: 1
MNumber of Associated Devices: |32 *(1-32)
Broadcast SSID: =]
Enable WHKM: W]
Authentication Mode: | WPAZ PreSharedKey W |
Encryption Mode: |AES W]
WFPA PreSharedKey: [ cddwifi2558] x| [ Hide *[%-63 ASCI characters or 64 hexadecimal characters)
WPA Group Key Regeneration

10200 *(600-364005s)
Interval:
Enable WPS: []
WP'5 Mode: |F‘EG S
FPBEC: Start WPS

Applyl Cancel
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Please login to continue...

Username [ J

Password[ ] ( Login )

vV Done
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